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Guidelines for MO-PS-009

Personal Information Protection V1.1

Article 1  Purpose
These guidelines are formulated in accordance with the Personal Information Protection Act

(hereinafter "the Act") to govern the collection, processing and use of personal

information so as to prevent harm on personality rights, and to facilitate the proper use of
personal information.

Article 2 Scope
All natural persons, including the applicant, in-service employees, former employees,
customer representatives and vendor representatives are applicable (hereinafter "the

party") .
Article 3  Definition

1

. Personal information

Name, date of birth, I.D. Card number, passport number, characteristics, fingerprints,
marital status, family, education, occupation, medical record, medical treatment, genetic
information, sexual life, health examination, criminal record, contact information,
financial conditions, social activities and other information which may be used to identify
a natural person, both directly and indirectly. (Personal information of medical treatment,
genetic information, sexual life, health examination and criminal records should not be
collected, processed or used. However, those defined in the regulations are not subject to
the limits set in the preceding sentence.)

. Forms of personal information

All personal information retained in paper, files, systems are within the norms of these
guidelines.

. Collection

Collecting personal information in any form and way, and a declaration of intention must
be made.

The collection shall be made with a specific purpose and for a specific condition (such as
following laws and regulations, having a contractual relationship with the party, with a
written consent of the Party, etc.).

. Processing

Includes record, input, store, compile, correct, duplicate, retrieve, delete, output, connect
or internally transmit information. The processing shall be made with a specific purpose
and for a specific condition (such as following laws and regulations, having a contractual
relationship with the party, with a written consent of the Party, etc.).

. Use

All methods of personal information use other than processing.
The personal information shall be used for the specific purpose of collection.

. Inform

The following items should be told precisely to the Party when collecting personal
information:
(1) company name
(2) purpose of collection
(3) classification of the personal information
(4) time period, area, target and way of the use of personal information
(5) rights of the Party
(6) the influence on his rights and interests while the Party chooses not to provide his
personal information
(7) The Company should notify the Party of the source of information and Item 1 to 5 of
Paragraph 1 of the preceding Article, before processing or using personal
information which was not provided by the Party.

7. Keeper of personal information

Refers to the person or unit that keeps personal information (the personal information of
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Article 4

the applicants or the in-service/former employees shall be kept in the Human Resource
Department).
8. The subject regulated by the Act
Natural persons, legal persons or other groups (so everyone must follow the Act).
Management regulations
1.Personal Information Protection Management Organization

Management representative
General Manager

A
Personal information protection
convener
Head of the Administration Division
A A 4 A el
Infor.mation Education Legal Advisory Processing Emergency
SeIm}rlty Team Training Team Team Team Response Team
>
nformation >Legal & >Legal & IP > Human >All members
Service Human o
Division R Division Resources of Management
csources Department
Division
4
S A 4

2.Responsibilities of all levels of the organization
The main task of the personal information protection management organization is to
protect personal information security, protect the rights and interests of the party, prevent
theft, tampering, damage, loss or leakage of personal information, and publicize the
awareness of personal information protection to employees throughout the Company.
(1) Management representative :
The personal protection management representative of the Company
(2) Personal information protection convener :
Undertaken by the head of the Administration Division, coordinating the Company's
personal information protection regulations and practices, and regularly reviewing the
effectiveness of the personal information measures.
(3) Audit :
Undertaken by the Operation Division, responsible for setting auditing policies and
regularly auditing the personal information measures, and finding defects for
correction.
(4) Information Security team:
Undertaken by the IT Services Division, responsible for setting IT security
maintenance measures to protect the Company’s systems containing personal
information, to take the necessary measures to effectively prevent personal
information from being stolen, altered, destroyed or disclosed, and to keep records,
traces and evidences.
(5) Education and Training Team:
Undertaken by the Human Resources Department and the Legal & IP Division,
responsible for the implementation of company-wide personal information training.
(6) Legal Advisory Team:
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Undertaken by the Legal & IP Division, responsible for providing relevant legal
advice to help clarify the regulations of personal information.

(7) Processing Team:
Undertaken by the Human Resources Department, responsible for managing the
personal information of all employees (including former employees) of the Company,
and acting as the connect window for handling doubts, appeals and claims requested
by the party.

(8) Emergency Response Team:
Undertaken by all members of personal information protection management
organization. This team shall follow the incident response procedures to handle
related matters. If a major emergency occurs, for example, personal information are
damaged, destroyed or stolen, or violations of the Act causing damage of the
Company, the spokesman of the Company should jointly participate.

. The rights of the party

(1) The party may exercise the following rights with respect to their personal
information. Performing item (d) and item (e) listed below may need to refer to the
regulations set in other statutes due to the party’s duties or business.

(a) Query or request to read

(b) Request for a copy

(c) Request for supplementation or correction

(d) Request to stop collecting, processing or using
(e) Request to delete

(2) When the party requests for matters listed in the preceding paragraph, the information
could be obtained from the internal information system for the in-service employee,
and the former employee must fill out the “Personal Information Application Form”
to apply. The human resources department is responsible for handling matters for the
in-service employees; the processing team is responsible for handling matters for the
former employees.

(3) When the request listed in (a) or (b) is made by the party, the responsible person shall
provide it within 15 days. If it could be delayed or not to provide, a reason shall be
provided in writing within the time limit.

(4) When the request listed in (c), (d) or (e) is made by the party (the in-service employee
can only request for (c)), the responsible person shall provide it within 30 days. If it
could be delayed or not to provide, a reason shall be provided in writing within the
time limit. The keeper of personal information has the obligation to take the initiative
or to maintain the correctness of personal information as required by the party.

(5) The rights of the applicants or the former employees are detailed in the HR-related
forms.

(6) The collection, processing and use of the personal information of the party, except
those persons mentioned in (5), shall be within a certain range of purpose, and the
Company shall notify the party the related issues and rights, and the measures of
refusal at the first marketing action.

. Exclusion regulations

The following items are collected, processed, and used without prior notice in accordance

with relevant legal requirements and management requirements.

(1) In-service employees: According to Article 7 of the Labor Standards Act,
labor-related information shall be retained. Therefore, the in-service employees are
required to provide their personal information and may not request deletion.

(2) Former employees: According to Article 7 of the Labor Standards Act, labor
information shall be kept for five years after the employee leaves the company. After
five years of resignation, the employee can fill out the “Personal Information
Application Form” to request the Processing Team to delete his/her personal
information.
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(3) Health check: According to Article 12 of the Occupational Safety and Health Act and
Articles 11 and 12 of the Labor Health Protection Rules, employers shall take regular
health checks conducted by the Company. The inspection records shall be kept for at
least 7 years. Relevant health check records shall be kept in the Human Resources
Department. Employees’ privacy shall be protected when handling the health check
records of the employees in accordance with Article 16 of the Labor Health
Protection Rules.

(4) Medical information: According to Article 10 of the Regulations of Leave-Taking of
Workers, when applying for leave, the employer may ask the worker to submit
relevant supporting documents.

5. Declaration of personal information protection

(1) The Company may collect, process, and use personal information of those who have
contractual relationships (e.g. employees) with the Company for personnel
management needs; the collection, processing, and use of personal information of
other individual for business management needs shall be informed to the party and
obtain the party’s consent.

(2) The collection of personal information shall only be processed and used for specific
purposes. Processing and using personal information shall be stopped according to
relevant regulations or when the specific purpose disappears.

(3) The Company shall strictly protect the personal information of the party and will
never hand over, disclose and sell them to third parties or other non-relational
enterprises without the consent of the party, and will be properly stored in the
Company’s database.

(4) Employees who have rights to access to personal information shall strictly abide by
the above principles of collection, processing and use of personal information and are
responsible for confidentiality. They shall not disclose or use it for other purposes,
prohibit unauthorized persons to use it, and prevent the party from being harmed due
to personal information disclosure. In case of personal information issue, refer to the
Personal Information Protection Act or these Guidelines or consult the Legal
Advisory Team.

Article 5 Risk management measures and incident prevention notification response procedures
1. Daily management procedures

(1) After the personal information is checked, the access permission shall be effectively
controlled. The personal information shall not be kept by a person who is not
responsible for keeping personal information. Each employee shall hand over the
personal information to the keeper of personal information.

(2) The document containing personal information disappears shall be completely
destroyed when the specific purpose no longer exist, and when processing and use are
stopped. It is strictly forbidden to reuse it as recycled paper.

(3) The keeper shall keep the personal information cautiously. Do not arbitrarily place or
open the documents or files containing personal information for others to easily
obtain or read them.

(4) Formulate “Rules for using, protecting and securing personal information” in
“Employment Contract”. All new employees are to formally signed back the contract
within a week after onboard. The Company shall revise the “Employment Contract”
through internal information system and announce it to each employee.

(5) Committed to instilling the concept of personal information protection into each
employee. The Education Training Team shall promote the personal information
protection concept, and publish regulations related to personal information protection
and these Guidelines in the Company's internal information system. The new
employees shall be educated by the HR department in the newcomer training.

(6) The Information Security Team shall formulate guidelines and related measures to
take for information security maintenance, set up a firewall to prevent external
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Article

Article

Article

6

7

8

hackers from invading, install anti-virus software, and regularly scan for virus to
provide a safer system environment. Records, traces and evidences of the internal for
storing personal information shall be kept. The database shall be backed up regularly
and kept for at least five years.

(7) Provide a channel for the party to consult, process, make recommendations and claim
rights, and record the process and results as a reference for future improvement.

(8) In case of a personal information incident, the Legal Advisory Team shall discuss
with the Processing Team to provide contingency measures, and properly save all the
documents for communicating with external experts, government agencies, media,
and the party to facilitate future audits and to avoid unnecessary disputes. It is
prohibited to change or delete these documents. These documents shall be saved for
at least five years.

2. Procedures for handling major personal information incident
When a major personal information incident occurs, like the Company's website is
hacked, causing disclosure of a large amount of personal information of members or
employees, or the files containing personal information are damaged, destroyed or stolen,
the personal information protection management organization shall immediately host an
emergency meeting with the Company's spokesman to report to the person in charge of
the Company, and take remedial measures, and shall notify the party in an appropriate
manner, if necessary, ask external experts (such as lawyers or consultants) for assistance,
call the police or prosecutors to file a report, and hold a press conference to release a
statement. Review and formulate measures to prevent recurrence.
Punishment
The employees and the Company are both the objects regulated in the Act. The person
violating the Act must bear civil, criminal or administrative liabilities. Therefore, every
employee shall be cautious about it. Anyone who violates the stipulations of the Act or
these Guidelines shall be punished internally as well.
1. Disposed according to law

Dispose according to the Act and related laws.
2. Internal punishment

(1) Minor demerit: Inadvertently exposing personal information to public or being known
to others, but in less serious circumstances and without causing damage to the party
or the Company.

(2) Major demerit: Violation of the Act or these Guidelines on collecting, processing, and
using personal information, or refusing the party to exercise their rights so that the
reputation of the Company is damaged due to the party's complaints .

(3) Dismissal: deliberately disclosing or using personal information for illegal gains, or
arbitrarily changing personal information, causing damage to others, or violating the
Act or these Guidelines on collecting, processing, and using personal information,
causing damage to the Company or the responsible person or punishment by the
competent authority.

Enforcement and revision

These Guidelines shall be implemented after the management representative of the Personal
Information Protection Management Organization grants the approval. The same procedure
shall be followed when the guidelines have been amended.

Annex
1. Personal Information Application Form
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